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Abstract—Blockchain public ledger is a trusted medium that
provides incorruptible data storage and traceable transactions.
However, due to its public verifiability, it is hard to compromise
two functionalities at once, a covert channel and a verifiable com-
munication medium. The existing methods are either vulnerable to
statistical analysis or lack trustable delivery notifications due to off-
chain message delivery. This paper fills the gap by proposing a Multi-
addresses Random Set Encoding (MaRSE) to increase message
covertness by retaining the natural transactions pattern and resisting
statistical attacks. The method uses on-chain message delivery to
preserve blockchain-based verification that provides a trustable
communication medium for the communicating parties. As a result,
our proposed method is robust to a brute force attack due to its
unpredictable transaction sequence and high number possibility of
addresses combinations. The proposed system has been implemented
on Ethereum rinkeby networks with the stegano-transactions being
recorded within block numbers 4932833 to 4932893.

Index Terms—Secret, Trustable, Communication, Blockchain,
multi-addresses encoding, permutation.

I. INTRODUCTION

A blockchain ledger is a reliable and trusted medium, estab-
lished by three main components: public-key cryptography, dis-
tributed consensus algorithm, and immutable hash chain schema.
As a result, blockchain provides immutable data storage and
traceable transactions that verifiable by anyone using a crypto-
graphic signature.

The most attractive use of blockchain is to preserve user
privacy. In a blockchain, transaction validation is based on
cryptography schema rather than user identity. Thus, everyone can
issue a secret transaction while maintaining their privacy since
the transaction only record the addresses of the sender and the
recipient. The real identity of the person who makes the payment
is unknown, so does with the recipients.

Blockchain privacy-preservation can be exploited to implement
a covert communication channel that requires not only secret
identity but also secret channel and content. Blockchain-based
secret communication provides traceable communication which
means it is possible to prove that the communication was hap-
pening and the recipient cannot deny that the sender has sent the
message. As consequence, it can eliminate the distrust among the
communicating parties.

Unfortunately, due to the low capacity of blockchain transac-
tions to store the hidden message, some existing works use off-
chain delivery to offer a larger capacity. Some of them use IPFS
networks [1], images [2]–[4], or text files [5] for the off-chain
delivery. The message is first encrypted while the encryption
key is driven by the on-chain communication. Even though it
increases the message capacity, the methods nullify blockchain’s
universal verifiability. As a result, the recipients might simply
deny the receiving for any kind of reason such as due to network
censorships, or corrupted files.

Meanwhile, other works that solely uses on-chain delivery
suffers from unnatural transaction pattern or low message ca-
pacity [6]–[9]. The simplest way to increase message capacity
is by excessively modify the transaction fields. The work in [6]
uses transaction value to store up to 28.12 bits per transaction.
Nevertheless, this technique gives unnatural patterns and prone to
statistical analysis that reveal the hidden communication channel.
In another hand, using only the destination address to store the
hidden message will yield a low throughput. As being presented
in [9], the method can only store single-bit data per destination
address.

In this paper, we proposed Multi-addresses Random Set En-
coding (MaRSE) to implement a covert communication medium
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over blockchain networks that satisfy both, the covertness of the
secret channel and its trusted verifiability. The method encodes
the hidden message into a series of blockchain transactions
called stegano-transactions. The key point is to use multiple
addresses at once, called a set address. It aims to improve
message capacity and the secretness of the message by selecting
a different subset for each session. Meanwhile, the use of on-
chain message delivery ensures undeniable message delivery for
the communicating entities.

The proposed method is robust against brute force and statis-
tical analysis attacks due to several reasons as follows.

1) The address can be anything, from a blockchain account to
a smart contract one. Consequently, it covers all types of
addresses which is harder to analyze.

2) The method does not vary the transaction field value. Thus,
it is hard to infer which transaction belongs to our covert
channel by analyzing the irregularity. It can be a regular
payment, one-time transaction, or even a smart contract
transaction.

3) It is hard to infer the set addresses out of the existing
blockchain addresses.

4) It has unpredictable sequences since any transactions can be
inserted in between. As a consequence, there are unlimited
combinations to infer the communication channel.

5) For each communication session, it is hard to infer the
currently selected subset.

We further elaborate the MaRSE method as follow. Sections II
presents the system design, while chapter III describes the robust-
ness model. Chapter IV discusses the result and its evaluations.
Finally, chapter V presents the conclusion.

II. SYSTEM DESIGN

A. System abstraction

For simplicity, we divide the system into three abstraction
layers as depicted in Fig. 1, Message layer, Packet layer, and
Transaction layer.

The message layer manages the message delivery into the
blockchain ledger. In this layer, a new session key called a
message key is generated to compute the new seed for subset
selection. After sending a message, the sender computes a new
message key for the next message by hashing the shared secret
key with the block number (Bnumber) of the latest stegano-
transactions (1).

messagekey = hash(secretkey, Bnumberprev) (1)

seedkey = hash(Bnonceprev,messagekey) (2)

In the packet layer, the message is breakdown into a per-
character basis as a pair of source and destination addresses.
The pair is chosen randomly from a subset address while the
subset address is randomly selected from the main set address by

using a random seed (seedkey). It is generated by hashing the
message key with the previous block-nonce (Bnonce) where the
stegano-transaction is being recorded (2). For the first character,
the block nonce refers to the latest block of the previous session.
The illustration regarding the selection of address-pair is depicted
by Fig. 2.

For the last step, the transaction layer sends the stegano-
transaction by using the selected pair of addresses into blockchain
addresses.

B. Ethereum transactions model

In this paper, we limit our discussion to Ethereum blockchain.
In Ethereum blockchain, every account consists of 20-bytes of
hexadecimal characters or 160-bit binary values [10].

Given all of the possible Ethereum addresses as a set A. A
simplified model of Ethereum transaction (t) can be expressed
as t = (AS , AD, GL, GP , V, ID). Where AS , AD ∈ A, AS

represent the sender address and AD represent the destination
address. GL, GP , and V respectively represent the Gas limit,
gas price, and transaction value. Meanwhile, ID represents the
extra input data of the transaction.

In a single address schema, a single user (u) might send
several transactions so that the generated transactions will form
a transaction set (Tu), Tu = {t1, t2, ..., tt|ti ∈ Tu}. Where i
represent transaction counter of sender u. The user’s address ua

acts as the sender address for every transactions in (Tu).
In multi-address schema, each user (u) has a set of addresses

Su, where Su = {s1, s2, ...sn|si ∈ A}. The transactions gener-
ated by the user u is the union of all of the transactions sent by
each address in Su such that Tu = {Tu s1 ∪ Tu s2 ∪ ...∪ Tu sn}.

C. Multi-addresses Random Set Encoding (MaRSE)

The MaRSE method uses address-based encoding to trans-
late the hidden message into a pair of source and destination
addresses. The set of source addresses refers to the sender’s
address Su, while the set of destination addresses (Du) is a set
of destination addresses determined by the sender. The sender
must share the destination address (Du) along with the shared
secret key to their intended recipient before sending any hidden
message.

The address-based encoding is a mapping function of y =
f(x, seedkey) that maps a full set of n-bit of binary number into
a set of address S consisting of 2n elements. For example, a set
of 2-bit binary number x, x = {00, 01, 10, 11}, can be encoded
into a set of address SA = {s1, s2, s3, s4}.

For harder predictability, instead of using the entire set address
to encode the hidden message, the MaRSE method only picks
some of the addresses or the proper subset (SS and DS) to
encode the message on a per-character basis. Where SS is the
proper subset of source addresses (SS ⊂ Su) and DS is the
proper subset of the destination addresses (DS ⊂ Du). For
each delivered transaction, the method always recomputes the
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Fig. 1. MaRSE Abstraction layer

Fig. 2. Scanning for hidden message

encoding lookup table (LUT) to provide high randomness and
increase the difficulty against brute-force attacks.

D. Valid Stegano-transactions

A valid stegano-transaction (V t) is a transaction sent by a
source addresses si to a destination address dj , where si ∈ SS ,
dj ∈ DS . Each time the sender sends a stegano-transaction, the
random set encoding changes the encoding function (y) by using
a new random seed such that y = f(x, seedkey), to generate a
new pair of a proper subset SS and DS .

Random transactions can be inserted in between two valid
stegano-transactions by carefully selecting source addresses and
destination addresses (si, dj). If the sender address is chosen from
the selected set (si ∈ SS) then the destination address cannot be
one of the destination set (dj /∈ D). If the sender address is not
within the selected set (si /∈ SS , si ∈ Su) then the destination
address must be the member of destination set (DS). Herein, the
receiving parties can filter out the filling transactions from the
valid stegano-transactions.

For the delivery, we use the filling ratio (fr) to ensure a non-
consecutive delivery. For example, if we choose fr = {0.5},
then a valid stegano transaction will be sent after sending a filler

transaction. For a message consist of 64 characters, the hidden
message will be delivered within ≈ 128 transactions.

III. SYSTEM ROBUSTNESS

The robustness of the proposed method refers to its resistance
against brute-force attacks that aim to reveal the hidden message.
We divide the security model based on the abstraction layers.
In the packet layer, we show that the MaRSE method is hard
to decipher since it follows a set permutation schema with a
high degree of variations and no inter-session correlation. In the
message layer, it is hard to find the correct message sequences
because the length of the message and the starting point of every
message is unknown.

A. Packet layer security

The packet layer consist of two difficulties: finding the set
addresses from all of the existing Ethereum addresses, and finding
the proper subset addresses for a given communication session.

1) Finding the set addresses: Directly brute-forcing set ad-
dresses is a daunting task due to two reasons, the possible number
of variations is too high and there is no inter-session correlation.
Given a blockchain ledger L that record a sequence of blocks
B, (L = {b1, b2, ....bn}|bi ∈ B), and each block bi consist of
n-transactions from source addresses sj to destination address
dk such that bi = {t1(s1, d1), t2(s2, d2), ..., tn(sj , dk)|ti ∈ T},
proving that a set of source addresses are belong to the same
sender is hard.

Considering the sender recomputes a new subset for each
session, finding the correct subset cannot be solved in polynomial
time since there is no inter-session correlation. The same address
might be part of the subset for one session, but not for the next
session. The same also applies to the destination addresses.

2) Finding the selected subset for each session: The easier
brute force attack can be done on a per-session basis. For
set address consist of m-elements, theoretically, there will be
C(2160,m) possible combinations to guess. However, given an
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observation period (P ), the number of unique source and desti-
nation addresses are smaller than all possible addresses (A). The
actual number of unique source and destination addresses within
a certain period (P ) can be denoted as QS and QD. Thus, the
total combinations between the multiple sources address (mS)
and multiple destinations address (mD) can be rewritten into (3).

CTot =

log2mS∑
i=1

C(QS , 2
i) ∗

log2mD∑
i=1

C(QD, 2i) (3)

The mS ,mD are determined by the sender, while QS and QD

always vary along the time according to the activity within the
blockchain networks.

Considering that the attackers do not have information regard-
ing the size of the subset addresses, they must first guess the size
of the subset before brute-forcing the message. Thus the total
possible combination to guess the message will be sum up from
1 to log2mS and log2mD for respectively the source addresses
and destination addresses

B. Message layer security

We classify the security of the message layer into two cases:
1) if the set address of the sender is unknown, and 2) if the set
is known. Ideally, the second case will never occur, unless, it
was intendedly leaked by one of the communicating parties. We
do not pursue this direction since it is considered a human error
instead of a systemic one.

In general, the message layer security inherits the security of
the packet layer. Given a hidden message H with n-packet length,
the adversaries must try the combination of n ∗ CTot to brute
force the address combinations and reveal the true message H .
However, it is valid only for a consecutive delivery.

In a non-consecutive delivery, for a period of observation
blocks (OB) that contains v-transactions, finding the correct t-
number of stegano-transactions (V t) yields C(v, t) possible com-
binations. It amplifies the difficulty to find the hidden message
into C(v, t) ∗ CTot.

By using a non-consecutive delivery, it becomes harder to find
the hidden message. The number of transaction and the number
of stegano transaction per message under a particular observation
period (OB) have no exact boundary. The value of v and t can
be any number n, n ∈ N. The sender has the freedom of how to
send the packets, whether within a consecutive block or within
a several weeks or months interval. Consequently, the value of v
ranging from vmin to vmax, where (1 < vmin < vmax), (vmin <
vmax < nB), and nB is the latest block number of the blockchain
ledger. However, in a real case the value of Vmax << nB.

The value t cannot be exactly determined because the message
length always varies from one message to another. The RSE
method uses the message length to differentiate between mes-
sages. It encodes message length with the same space capacity
as the message content. As a result, it is hard to tell whether

a particular packet contains the message content or the message
length. The value t can ranges from as small as 1 packet to 2n
packets. Considering that n refers to the capacity of one address
(Section II-C) then 2n refers to a pair of source-destination
addresses. The 2n value also represents the space capacity of
message content or message capacity per transaction.

C. MaRSE security

The total difficulties to brute-force a hidden message if the
set address of the sender is unknown (MaRSEdiff.) can be
expressed by (4). The CTot refers to packet layer security while
the C (vi, tj) refers to non-consecutive delivery security. The 2n
refers to the pairs addresses and vmax refers to the maximum
transaction number within the observation period (OB).

MaRSEdiff. =

vmax∑
i=vmin

2n∑
j=1

C (vi, tj) ∗ (CTot)
j (4)

The selection of the observation window (v) determines the
effectiveness of brute-force attacks. If the observation window
is too short, the adversaries might not find the hidden message
because the hidden message took a longer interval than the
observation window. If the observation window is too long, the
possible combinations are enormous. As an example, if the mes-
sage length is known to be a constant of 16 characters (packets), a
one-week observation window will yield C(403200, 16) ≈ 2253

possibilities of message sequence. Since the set addresses are
unknown, for each of those possibilities the attacker must guess
the set addresses as formulated in (3).

IV. SYSTEM EVALUATION

A. Implementation and Verifiability Test

We test the MaRSE method in Ethereum Rinkeby network by
sending a hidden message. The configurations for the message
delivery are presented in Table I. For the set address, we use
16 source addresses and 64 destination addresses. For each
transaction, we randomly select 8 addresses as the subset each
for both the source addresses and destination addresses. The
configuration of the proper subset yields a message capacity of
2 ∗ log28 = 6 bit per transaction. The message is sent with
a constant interval of 15 seconds with additional sending and
recording time to the blockchain network.

The demonstrations of the proposed method are shown by Fig.
3 - 5. Fig. 3 shows the sender is sending the hidden message. The
receiver asynchronously scans the blockchain ledger for a new
hidden message (Fig. 4). By default, the program will scan the
ledger from the previously shared initial block number. However,
the user can directly choose a different block number. In this
evaluation, we start the scanning from block number 4932833
to speed up the scanning time. Once a new message is found,
the sender will try to repeatedly scan 50 blocks at once to find
the next valid stegano transaction. The process will be repeated
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TABLE I
SYSTEM CONFIGURATION FOR EVALUATION

Parameter Value
Initial block number 4803774
Hidden message mysecret
Filling ratio 0.8
Total transactions 11
Header transaction 1
Stegano-transactions 8
Filler transactions 2
New initial block number 4932893
Initial scanning 4932833

Fig. 3. Sending hidden message

until all messages are received or waiting for a new block to
be created (Fig. 5). The hidden message that was successfully
recovered from the scanning process is ”mysecret”. This result
proves the trusted verifiability of the secret channel. The sender
can verify that the receiver definitely can scan the message as
long as it was recorded in the blockchain. In another hand, the
receiver cannot deny that the message has been sent in case it
has been recorded in the ledger.

B. Message Delivery Covertness

Compared to a single address schema, the MaRSE method
that uses a multi-addresses schema has better secrecy. The
number of stegano-transactions does not increase instantly when

Fig. 4. Scanning for hidden message

Fig. 5. The extracted hidden message

it starts sending the hidden message. In a single address schema,
the generated transactions are noticeable for everyone. In this
case, a particular address consecutively sends a large number
of transactions. In our proposed method, the load to send the
transaction is divided into 8 source addresses (SS). It reduces
the instant spike of the generated transactions and conceals the
pattern from the attacker.

The user can set different filling ratios (fr) to further reduce
the spiky number of transactions. The filling ratio enables a
non-consecutive delivery that means the adversaries cannot just
decode the generated transactions directly. The attackers must try
all of the combinations of transaction sequences to retrieve the
hidden message. If the set address of the sender is unknown, the
attacker must first guess the correct possible combination.

In this paper, we limit our evaluations to empirical deployment
into the public ledger. Further study to prove the robustness is to
use stegano-analysis approach as presented in [11].

V. CONCLUSION

This paper proposed a secret and verifiable communication
channel over blockchain transactions to ensure communication
trustability between the communicating parties. It uses on-chain
message delivery by using only multi-addresses without modi-
fying the transaction fields for natural transaction patterns. The
encoding schema (MaRSE) ensures the brute-force resistance
features due to the sheer number of possible set addresses
combinations and transaction sequences. The method adopts the
filling ratio concept that inserts random transactions to further
ensure the unpredictable pattern of the stegano-transactions. The
system has been deployed to the Ethereum Rinkeby network and
successfully transmitting and parsing the hidden message over
the public ledger.
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