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Abstract—Advances in technology in the field of information technology services allow hackers to attack internet systems, one
of which is the DDOS attack, more specifically, the smurf attack, which involves multiple computers attacking database server
systems and File Transfer Protocol (FTP). The DDOS smurf attack significantly affects computer network traffic. This research
will analyze the classification of machine learning Support Vector Machine (SVM) and Fuzzy Tsukamoto in detecting DDOS
attacks using intensive simulations in analyzing computer networks. Classification techniques in machine learning, such as
SVM and fuzzy Tsukamoto, can make it easier to distinguish computer network traffic when detecting DDOS attacks on
servers. Three variables are used in this classification: the length of the packet, the number of packets, and the number of packet
senders. By testing 51 times, 50 times is the DDOS attack trial dataset performed in a computer laboratory, and one dataset
derived from DDOS attack data is CAIDA 2007 data. From this study, we obtained an analysis of the accuracy level of the
classification of machine learning SVM and fuzzy Tsukamoto, each at 100%.

Keywords: DDOS; Support Vector Machine; Fuzzy Tsukamoto

1. INTRODUCTION

With the development of technology used by various groups of people, the number of Internet users worldwide
has also increased yearly. Many industries have used web-based information service systems [1] to provide
services to their customers as a form of convenience in serving the public. Various industries use this online
information service, such as education, government, and other sectors [2]-[6]. The availability of information
services can also lure hackers [7] into attacking the internet system with a specific purpose. DoS and DDoS attacks
can damage the availability of information services [8], [9]. These DoS and DDOS attacks also aim to prevent
access to the server and network resources from clients that use those resources. This attack can be carried out by
one person or several people or, more commonly, bots controlled by one person or system. Bots can act as malware
when they are injected into a computer system [8], [10], [11]. So these bots can be considered a type of DDOS
attack. A DDOS attack using bots can be executed via TCP, UDP, ICMP, and DNS packets to annoy clients by
consuming server resources such as server sockets, ports, memory, databases, and incoming bandwidth. Usually,
this DDOS attack is carried out by flooding website traffic through the HTTP web page system, and DDOS is a
famous and dangerous attack.[12], [13]. There are three main categories of DDOS attacks based on target and
behavior: bandwidth attacks, network traffic attacks, and application attacks. In an attack on bandwidth, the
attacker sends anonymous pieces of data into a system and can cause congestion in the system, requiring more
bandwidth in the computer network. In a traffic-based attack, the attacker sends a large number of TCP or UDP
packets to the victim server, and these large packets will reduce the overall performance of the victim server. In
application attacks, the attacker uses specific attacks to attack the system and shut down the system; this attack is
difficult to mitigate. [14]

An efficient way to detect DDOS attacks on computer network channels is to monitor network traffic based
on packet data and warn network administrators about suspicious behavior [4]. According to several reports on
computer attacks, DDOS attacks are the most frequent attacks from year to year [16], [17] a significant attack on
large system infrastructure. From paper [7], There are several ways to detect DDOS attacks: traffic analysis,
entropy methods, connection analysis, and machine learning methods. Among these methods, the main concern in
detecting DDOS attacks is using machine learning. [19], [20].

Several studies have found that machine learning capabilities can classify computer network traffic paths
[21]-[24]. Research on the K-means method can detect DDOS attacks [13] Research on the K-means method can
detect DDOS attacks [13]. This study can detect large-scale DDOS attacks in internet networks and worm attacks
on the internet. Research on DDOS was also conducted by Niyaz et al [25], This study evaluates DDOS attacks
based on normal traffic datasets and DDOS attack datasets. Deep learning has proven that DDOS attacks can be
detected properly, but this research is limited to networks with a small coverage. Another study using the
convolutional neural network [26], found that this method can detect phishing and DDOS attacks in the Internet
of Things (10T) environment. This study also makes use of traffic datasets, as well as phishing and DDOS datasets.

The research mentioned above highlights the use of machine learning in DDOS detection in internet traffic.
According to several literature sources, data analysis and system design differ according to the networking
environment. Given that using machine learning in internet security will be able to bring about major changes in
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the organizational environment, this paper will focus on SVM and fuzzy Tsukamoto machine learning analysis to
detect DDOS attacks on internet networks.

2. RESEARCH METHODOLOGY

The research method in this study is systematic and sequential which consists of several stages, namely the stages
of observation, data collection, design of SVM and Fuzzy Tsukamoto machine learning parameters and stages of
data analysis which can be seen in Figure 1.

)

Observation

1

Data
Collection

1

SVM and
Fuzzy
Parameter
Planning

1

Data
Analysis

Figure 1. Research Methodology

Monitoring attacks on the network carry out during this observation stage. Researchers have found that
DDOS attacks are still a common type of attack against services on the Internet. Based on these findings,
researchers decided to classify DDOS attacks using the SVM and fuzzy Tsukamoto methods. The next step is data
collection. In addition to the data used as research subjects, researchers gathered information through literature
searches. Literature research is needed as a basis for decision-making and determining fuzzy parameters. At this
point, the researcher also took a data set of Internet traffic that experienced DDOS attacks as a parameter for the
SVM and Tsukamoto fuzzy machine learning classification. After gathering sufficient information and knowledge,
the researcher designed the SVM and Tsukamoto fuzzy parameters. Parameter determination is based on network
traffic observations and related literacy. After the program is designed, the next step is to test the program using
network traffic capture data. The results of each test were analyzed using the confusion matrix method. The
accuracy of the DDOS detection of the program that has been created is the result of this step.

3. RESULT AND DISCUSSION
3.1 Observation & Data Collection

The initial stage carried out in this study was data collection. Data were obtained from the CAIDA DDoS 2007
Attack Dataset, which contains network traffic for about one hour from the DDoS attack on August 4, 2007
(20:50:08 UTC to 21:56:16 UTC), was first converted to CSV format. In addition, additional data were obtained
from the results of the DDOS trial via a live computer by capturing computer network traffic packets using the
Wireshark application from the simulation scenarios. In table 1. The simulation is carried out with one attacker
computer, three client computers, and one server computer connected to the same wireless network, each with an
Internet Protocol address as follows:

Table 1. Internet Protocol DDOS Trial

PC Name IP Address
PC O (Attacker) 192.168.111.7
PC A (Client) 192.168.111.1
PC B (Client 192.168.111.3
PC C (Client) 192.168.111.5
SERVER 192.168.111.10
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Then the three client computers send ICMP packets to the server computer simultaneously, according to
the predetermined simulation scenario. The following are two simulation scenarios:
1. Normal simulation scenario
The first simulation scenario is a normal traffic simulation between the client and the server, shown in Figure
2. In this scenario, the three clients send ICMP packets controlled by the attacker's computer according to the
ICMP packet standard in browsing mode. Meanwhile, the server computer opens the Wireshark application
installed to start packet capture. The capture process is stopped when approximately 1000 packets are received.
Then the capture results are stored in CSV format. This process was repeated 50 times.

Standar ICMP
PCA ca)) B

192.168.111.1

-

Standar ICMP

192.168.111.3 192.168.111.10
—_—

Standar ICMP
PCC o})) _—
192.168.1115

Figure 2. Normal Simulation Scenario

2. DDOS simulation scenario

The second simulation scenario is a traffic simulation where the client carries out a DDoS Smurf Attack attack
on the server, which can be seen in Figure 3. In this scenario, the three clients send ICMP packets larger than
the standard ICMP packet size. The packet size used is 65,500 bytes. The packet size is the standard size sent
for DDOS smurf attacks. Next, similar to the first simulation scenario, the server computer opens the Wireshark
application to start packet capture. The capture process is stopped when the number of packets reaches around
1000. Then save the capture results in CSV format, and this trial is repeated up to 50 times, the same as the
first simulation scenario, so the data is validated correctly.

65500 Bytes ICMP
o)) e

192,168 111.1

65500 Bytes ICMP
4= e
192.168.111.3 192.168.111.10
65500 Bytes ICMP
pec | ) —————
192.168.111.5

Figure 3. DDOS Simulation Scenario

1921681117

Determining Variables and Fuzzy Sets The next step is determining the variables and fuzzy sets. The
following are the variables and fuzzy sets that the author uses:
1. Number of variable packages
The number of packets is used to measure the number of packets that enter one server's IP address. There are two
fuzzy sets for the variable number of packets, namely the small number of packets and the large number of packets.
If the number of incoming packets in one interval is still less than 50, then the number of packets is still relatively
small. However, if the number of incoming packets in one interval is more than 50, the number of packets is quite
large.
2. Number of sources (origin of packages)
The variable number of sources, or the number of packet origins, is used to measure the number of IP addresses
that send packets to one server's IP address. There are two fuzzy sets on the variable number of sources, hamely,
43 (the number of single sources) and 51 (the number of multi-source sources). If only one IP address sends data
to the server IP address in a given time interval, the number of sources is considered single. However, if more than
three different IP addresses send packets to the same server IP address, it is classified as a multi-source number.
3. Package Length
The packet length variable measures the packet size received by one server IP address. If there is more than one
package sender, then the average package size from each sender is calculated. Normally, ICMP packets have the
smallest packet size of 56 bytes, and the largest is 84 bytes if the IPV4 header is included. However, generally,
ICMP packets have a packet size of 74 bytes. The writer uses this quantity as a reference to determine the fuzzy
set on the packet length variable. There are three classifications for the determined packet length variable: short
packet length, normal packet length, and long packet length. If the total length of packets received in one interval
is less than 74 bytes, then the packet length is classified as short. If the packet length is between 56 bytes and 84
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bytes, the packet length is normal. However, if the packet length is more than 84 bytes, the packet length is
relatively long.

3.2 SVM and Fuzzy Parameter Planning

SVM machine learning design To classify network traffic, machine learning requires training data that serves as
the foundation for a learning model. Train data is generated by collecting traffic on the network that has been
received. At this stage, a network traffic design is used to determine the type of traffic sent to the server. In this
research, there are two categories of traffic: normal traffic and DDoS attack traffic. As explained in the previous
section, this research was conducted by collecting data to obtain training data from normal traffic and DDoS attack
traffic. After that, a dataset will be generated that contains data from network traffic that has been extracted. Figure
4 is a machine learning design that is carried out to create a support vector machine model.

Figure 4. SVM flowcharts

Determining fuzzy parameters is carried out to meet the needs of calculations using the fuzzy method.
Based on the Tsukamoto fuzzy flowchart in Figure 5, several parameters are input for the primary process of fuzzy
calculations. In the fuzzification process, the input of fuzzy variables, fuzzy domains, and the x value of the
variable to be searched is required to produce output in the form of the degree of membership of the x value.
Variables and fuzzy domains are static, while the value of x is dynamic. The inference process requires input from
fuzzy rules and membership degree values resulting from the fuzzification process to produce output in alpha
predicate values and x values for each rule. Fuzzy rules are static, while membership degree values are dynamic.
The final process, namely defuzzification, requires alpha predicate input and the x value of each rule from the
results of the inference process to produce output in the form of classification results. Alphapredicate input is
dynamic. Three parameters must be determined from static input: fuzzy variables, fuzzy domains, and fuzzy rules.
Researchers determine three fuzzy variables based on network traffic capture results: packet length, number of
packets received, and number of packet senders. Apart from fuzzy variables, other parameters that must be
determined are domains and fuzzy rules. The method used to determine the domain in each variable is through
discussions with network security experts and literature studies.

O

Figure 5. Fuzzy Tsukamoto Flow Chart
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In contrast, IPV4 is included because, in some cases, the packet will be segmented if the data size of the
ICMP packet sent is large. Segmented packets will be recognized as IPv4 protocols. The second step is to change
the time for each packet in seconds. Packages captured using Wireshark will have a time in milliseconds. The
reason for converting to seconds is that packets will be counted every one-second interval during the fuzzy
algorithm's calculation process. The third stage is eliminating the destination IP address other than the server IP
address. The goal is that the packets analyzed only go to the server's IP address. On the other hand, a packet
containing the server IP address is cleaned for the source IP address, so the packet does not come from the server
IP address. Figure 6 is the line of code in the preprocessing step:

Figure 6. Data Preprocessing

3.3 Data Analysis

After the program has been created, the next step is to test it. Testing is done by scanning the data that has been
obtained. The test was carried out 51 times, and 50 times the normal simulation data was scanned. Fifty times
against DDoS simulation data and once against CAIDA data. This test uses a network topology consisting of one
controller, two switches, and 30 hosts. The following are the detection results from all tests:

Table 2. DDOS Dataset Test Results

No Data Type Result

1 Normal Simulation1  Normal Traffic
2 Normal Simulation 2  Normal Traffic
3 Normal Simulation 3 Normal Traffic
4 Normal Simulation4  Normal Traffic
5 Normal Simulation5 Normal Traffic
6 Normal Simulation 6  Normal Traffic
7 Normal Simulation 7  Normal Traffic
8 Normal Simulation 8  Normal Traffic
9 Normal Simulation 9  Normal Traffic
10 Normal Simulation 10 Normal Traffic
11  Normal Simulation 11 Normal Traffic
12 Normal Simulation 12 Normal Traffic
13 Normal Simulation 13 Normal Traffic
14 Normal Simulation 14 Normal Traffic
15 Normal Simulation 15 Normal Traffic
16  Normal Simulation 16 Normal Traffic
17 Normal Simulation 17 Normal Traffic
18 Normal Simulation 18 Normal Traffic
19 Normal Simulation 19 Normal Traffic
20 Normal Simulation 20 Normal Traffic
21 Normal Simulation 21  Normal Traffic
22 Normal Simulation 22 Normal Traffic
23 Normal Simulation 23 Normal Traffic
24 Normal Simulation 24 Normal Traffic
25 Normal Simulation 25 Normal Traffic
26  DDOS Simulation 1 DDOS Attack
27 DDOS Simulation 2 DDOS Attack
28 DDOS Simulation 3 DDOS Attack
29  DDOS Simulation 4 DDOS Attack
30 DDOS Simulation 5 DDOS Attack
31 DDOS Simulation 6 DDOS Attack
32 DDOS Simulation 7 DDOS Attack
33  DDOS Simulation 8 DDOS Attack
34 DDOS Simulation 9 DDOS Attack
35 DDOS Simulation 10 DDOQOS Attack
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No Data Type Result

36 DDOS Simulation 11  DDOS Attack
37 DDOS Simulation 12 DDOS Attack
38 DDOS Simulation 13  DDOS Attack
39 DDOS Simulation 14  DDOS Attack
40 DDOS Simulation 15 DDOS Attack
41 DDOS Simulation 16  DDOS Attack
42 DDOS Simulation 17 DDOS Attack
43 DDOS Simulation 18  DDOS Attack
44 DDOS Simulation 19 DDOS Attack
45 DDOS Simulation 20 DDOS Attack
46 DDOS Simulation 21  DDOS Attack
47 DDOS Simulation 22  DDOS Attack
48 DDOS Simulation 23  DDOS Attack
49 DDOS Simulation 24  DDOS Attack
50 DDOS Simulation 25 DDOS Attack
51 Data Set CAIDA DDOS Attack

From the test results above, it can be mapped into the confusion matrix mapping table as follows:

Tabel 3. Confussion Matrix

Prediction Normal Traffic DDOS Attack
Actual
Normal Traffic 25 0
DDOS Attack 0 26

The normal simulation data detection results that are detected by normal traffic yield true positive values,
while the DDOS and CAIDA simulation data that are detected by DDOS attack yield true negative values. The
false positive value is obtained from the DDOS and CAIDA simulation data detection results detected by normal
traffic. The false negative value is obtained from the normal simulation data detection results detected by a DDOS
attack. So, the True Positive (TP) value is 20, the True Negative (TN) value is 21, the False Positive (FP) value is
0, and the False Negative (FN) value is 0. Then, from these results, the detection accuracy level can be calculated
as follows:

_ TP + TN
accuracy = Tp I TN + FP + FN
25426
AeUTacy = o5 ¥ 26 + 0+ 0
51
aCCuTaCy = E

accuracy =1

From the calculation above, the detection accuracy level of the program that has been made is 100%.
Testing the accuracy of DDoS attack detection aims to measure the system's accuracy in detecting DDoS attacks.
A DDosS attack is carried out at this stage, namely a smurf attack. The experiment was carried out by sending the
attack, and then the data from the attack was tested for accuracy using SVM and fuzzy machine learning. Table 3
is the result of testing the accuracy of DDoS attack detection.

Table 4. Machine Learning Test Results

Types of DDOS Attacks Machine Learning Level of accuracy
Smurf Attack SVM 100%
Smurf Attack Fuzzy Tsukamoto 100%

4. CONCLUSION

The DDOS smurf attack is tested by entering the DDOS attack dataset based on the conditions that exist in the
running network. Then the dataset is assessed and processed using machine learning techniques such as SVM
(support vector machines) and fuzzy Tsukamoto to obtain DDOS detection values. Based on the 51 test results,
the detection results obtained were 25 normal data points without DDOS attacks and 25 DDOS attacks. This data
was obtained through a real-time test attack against the networking system. One dataset was obtained through
CAIDA 2007 data, and the result is that the data was detected as a DDOS attack. The level of accuracy resulting
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from the program created to detect the type of DDOS Ping of Death attack using the Tsukamoto fuzzy method and
SVM is 100%. This can be seen from the confusion matrix mapping table, where the program can detect the actual
class of the input data. The detection model relies on a reference dataset, which a learning process will then form
a system that labels each packet that enters the networking system. Tsukamoto's fuzzy machine learning and SVM
can classify network traffic data subjected to a DDOS attack by analyzing packet length, the number of packets,
and a number of packet senders. The results of this study still need to be studied further because they are limited
to three analyses: the packet length, the number of packets, and the number of packet senders: the fewer variables,
the greater the level of accuracy. In future research, adding other variables that can be used to detect DDOS attacks
and use other DDOS attack simulation scenarios would be better.
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Abstract—Advances in technology in the field of information technology services allow hackers to attack intemet systems, one
of which is the DDOS attack, more specifically, the smurf attack , which involves multiple computers attacking database server
systems and File Transfer Prol (FTP). The DDOS smurf attack significantly affects computer network traffic. This research
will analyze the classification of machine leaming Support Vector Machine (SVM) and Fuzzy Tsukamoto in detecting DDOS
attacks using intensive simulations in analyzing computer networks. Classification technigues in machine leaming, such as
SVM and fuzzy Tsukamoto, can make it easier to dislinguishmnpuler network traffic when detecting DDOS aitacks on
servers. Three variables are used in this classification: the length of the packet, the number of packets, and the number of packet
senders. By testing 51 times, 50 times is the DDOS attack trial dataset performed in a computer laboratory, and one dataset
derived from DDOS attack data is CAIDA 2007 data. From this study, we obtained an analysis of the accuracy level of the
classification of machine learning SVM and fuzzy Tsukamoto, each at 100%.

Keywords: DDOS; Support Vector Machine; Fuzzy Tsukamoto

1. INTRODUCTION

With the development of technology used by various groups of people, the number of Internet users worldwide
has also increased yearly. Many industries have used web-based information service systems [1] to provide
services to their customers as a form of convenience in serving the public. Various industries use this online
information service, such as education, government, and other sectors [2]-{6]. The ;w;limlity of information
services can also lure hackers [7] into attacking the internet system with a specific purpose. DoS and D[Eattacks
can damage the availability of information services [8], [9]. These DoS and DDOS attacks also aim to prevent
access to the server and network resources from clients that use those resources. This attack can be carried out by
one person or several people or, more commonly, bots controlled by one person or system. Bots can act as malware
when they are injected into a computer system [8], [10], [11]. So these bots can be considered a type of DDOS
attack. A DDOS attack using bots can be executed via TCP, UDP, ICMP, and DNS packets to annoy clients by
c()na'ling server resources such as server sockets, ports, memory, databases, and incoming bandwidth. Usually,
this DDOS attack is carried out by fl()()di website traffic through the HTTP web page system, and DDOS is a
famous and dangerous attack.[12], [13]. There are three main categories of DDOS attacks based on target and
behavior: bandwidth attacks, network traffic attacks, and application attacks. In an attack on bandwidth, the
attacker sends anonymous pieces of data into a system and can cause congestion in the system Bgquiring more
bandwidth in the computer network. In a traffic-based attack, the attacker sends a large number of TCP or UDP
packets to the victim server, and these large packets will reduce the overall performance of the victim server. In
application attacks, the attacker uses specific attacks to attack the system and shut down the system; this attack is
difficult to mitigate. [14]

An efficient way to detect DDOS attacks on computer network channels is to monitor network traffic based
on packet data and warn network administrators about suspicious behavior [4]. According to several reports on
computer attacks, DDOS attacks are the most ucnt attacks from year to year [16], [ 17] a significant attack on
large system infrastructure. From paper [7], There are several ways to detect DDOS attacks: traffic analysis,
entropy methods, connection analysis, and machine learning methods. Among these methods, the main concern in
detecting DDOS attacks is using machine learning. [19], [20].

Several studies have found that machine learning capabilities can classify computer network traffic paths
[21]-[24]. Research on the K-means method can detect DDOS attacks [13] Research on the K-means method can
detect DDOS attacks [ 13]. This study can detect large-scale DDOS attacks in internet networks and worm attacks
on the internet. Research on DDOS was also conducted by Niyaz et al [25], This study evaluates DDOS attacks
based on normal traffic datasets and DDOS attack datasets. Deep learning has proven that DDOS attacks can be
detected properly, but this research is limited to networks with a small cc)lgc. Another study using the
convolutional neural network [26], found that this method can detect phishing and DDOS attacks in the Internet
of Things (1oT) environment. This study also makes use of traffic datasets, as well as phishing and DDOS datasets.

The research mentioned above highlights the use of machine learning in DDOS detection in internet traffic.
According to several literature sources, data analysis and system design differ according to the networking
environment. Given that using machine learning in internet security will be able to bring about major changes in
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the organizational environment, this paper will focus on SVM and fuzzy Tsukamoto machine learning analysis to
detect DDOS attacks on internet networks.

JURNAL MEDIA INFORMATIKA BUDIDARMA @

2.RESEARCH METHODOLOGY

The research method in this study is systematic and sequential which consists of several stages, namely the stages
of observation, dulala)llecti()n. design of SVM and Fuzzy Tsukamoto machine learning parameters and stages of
data analysis which can be seen in Figure 1.

Observation

:

Data
Collection

{

S ana
Fuzzy
Parameter
Flanning

{

Data
Analysis

Figure 1. Research Methodology

Monitoring attacks on the network carry out during this observation stage. Researchers have found that
DDOS attacks are still a common type of attack against services on the Internet. Based on these findings,
researchers decided to classify DDOS attacks using the SVM and fuzzy Tsukamoto methods. The next step is data
collection. In addition to the data used as research subjects, researchers gathered information through literature
scarches. Literature research is needed as a basis for decision-making and determining fuzzy parameters. At this
point, the researcher also took a data set of Internet traffic that experienced DDOS attacks as a parameter for the
SVM and Tsukamoto fuzzy machine learning classification. After gathering sufficient information and knowledge,
the researcher designed the SVM and Tsukamoto fuzzy parameters. Parameter determination is based on network
traffic observations and related literacy. After the program is designed, the next step is to test the program using
network traffic capture data. The results of each test were analyzed using the confusion matrix method. The
accuracy of the DDOS detection of the program that has been created is the result of this step.

3. RESULT AND DISCUSSION
3.1 Observation & Data Collection
The initial stage camried out in this study was data collection. Data were obtaiffgfrom the CAIDA DDoS 2007
Attack Dataset, which contains network traffic for about one hour from the DDoS§ attack on August 4, 2007
(20:50:08 UTC to 21:56:16 UTC), was first converted to CS5V format. In addition, additional data were obtained
from the results of the DDOS trial via a live computer by capturing computer network traffic packets using the
Wireshark application from the simulation scenarios. In table 1. The simulation is carried out with one attacker
computer, three client computers, and one server computer connected to the same wireless network, each with an
Internet Protocol address as follows:

Table 1. Internet Protocol DDOS Trial

PC Name IP Address
HEZD (Attacker) 192.168.111.7
PC A (Client) 192.168.111.1
PC B (Client 192.168.1113
PC C (Client) 192.168.1115
SERVER 192.168.111.10
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Then the three client computers send ICMP packets to the server computer simultaneously, according to

the predetermined simulation scenario. The following are two simulation scenarios:

1. Normal simulation scenario
The first simulation scenario is a normal traffic simulation between the client and the server, shown in Figure
2. In this scenario, the three clients send ICMP packets controlled by the attacker's computer according to the
ICMP packet standard in browsing mode. Meanwhile, the server computer opens the Wireshark application
installed to start packet capture. The capture process is stopped when approximately 1000 packets are received.
Then the capture results are stored in CSV format. This process was repeated 50 times.

Standar ICMP
‘»B) 0
192.168.111.1
.93) Standar ICMP (@;.
192 168.113 192 168 11110

Standar ICMP
pec | ff) ——
192.168.111.5

Figure 2. Normal Simulation Scenario

2. DDOS simulation scenario
The second simulation scenario is a traffic simulation where the client carries out a DDoS Smurf Attack attack
on the server, which can be seen in Figure 3. In this scenario, the three clients send ICMP packets larger than
the standard ICMP packet size. The packet size used is 65,500 bytes. The packet size is the standard size sent
for DDOS smurf attacks. Next, similar to the first simulation scenario, the server computer opens the Wireshark
application to start packet capture. The capture process is stopped when the number of packets reaches around
1000. Then save the capture results in CSV format, and this trial is repeated up to 50 times, the same as the
first simulation scenario, so the data is validated correctly.

@))E 55500 Byles ICNP

1921681111

E5500 Byles ICHP
—[Fe] @ et
1929681113 192.168.111.10
\\ 65500 Bytes ICMP
FCC o e —
1521681 5

Figure 3. DDOS Simulzlti()lm'emlri()

1921681117

Determining Variables and Fuzzy Sets The next step is determining the variables and fuzzy sets. The

following are the variables and fuzzy sets that the author uses:
Number of variable packages

The number of packets is used to measure the number of packmhat enter one server's IP address. There are two
fuzzy sets for the variable number of packets, namely the small number of packets and the large number of packets.
If the number ofiuaning packets in one interval is still less than 50, then the number of packets is still relatively
small. However, if the number of incoming packets in one interval is more than 50, the number of packets is quite
large.
2. Number of sources (origin of p;lca;es)
The variable number of sources, or the number of packet origins, is used to measure the number of IP addresses
lhzllmd packets to one server's IP address. There are two fuzzy sets on the variable number of sources, namely,
43 (the number of sing)urces) and 51 (the number of multi-source sources). If only one IP address sends data
to the server IP address in a given time interval, the number of sources is considered single. However, if more than
three different IP addresses send packets to the same server IP address, it is classified as a multi-source number.
3. Package Length
The packet length variable measures the packet size received by one server IP address. If there is more than one
package sender, then the average package size from each sender is calculated. Normally, ICMP packets have the
smallest packet size of 56 bytes, and the largest is 84 bytes if the IPV4 header is included. However, generally,
ICMP packets have a packet size of 74 bytes. The writer uses this quantity as a reference to determine the fuzzy
set on the packet length variable. There are three classifications for the determined packet length variable: short
packet length, normal packet length, and long packet length. If the total length of packets received in one interval
is less than 74 bytes, then the packet length is classified as short. If the packet length is between 56 bytes and 84
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bytes, the packet length is normal. However, if the packet length is more than 84 bytes, the packet length is
relatively long.

3.2 SVM and Fuzzy Parameter Planning

SVM machine learning design To classify network traffic, machine learning requires training data that serves as
the foundation for a learning model. Train data ismncrillcd by collecting traffic on the network that has been
received. At this stage, a network traffic desm is used to determine the type of traffic sent to the server. In this
research, there are two categories of traffic: normal traffic and DDoS attack trafﬁﬂs explained in the previous
section, this research was conducted by collecting data to obtain training data from normal traffic and DDoS attack
traffic. After that, a dataset will be generated that contains data from network traffic that has been extracted. Figure
4 1s a machine learning design that is carried out to create a support vector machine model.

* *
Eshct Feahws "
‘ * 1
R R
o i [T |

Figure 4. SVM flowcharts

Determining fuzzy parameters is carried out to meet the needs of calculations using the fuzzy method.
Based on the Tsukamoto fuzzy flowchart in Figure 5, several parameters are input for the primary process of fuzzy
calculations. In the fuzzification process, the input of fuzzy vm‘izlblm'uzzy domains, and the x value of the
variable to be searched is required to produce output in the form of the degree of membership of the x value.
Variables and fuzzy domains are static, while the value of x is dynamic. The inference process requires input from
fuzzy rules and membership degree values resulting from the fuzzification process to produce output in alpha
predicate values and x values for each rule. Fuzzy rules are static, while membership degree values are dynamic.
The final process, namely defuzzification, requires alpha predicate input and the x value of each rule from the
results of the inference process to produce output in the form of classification results. Alphapredicate input is
dynamic. Three parameters must be determined from static input: fuzzy variables, fuzzy domains, and fuzzy rules.
Researchers determine three fuzzy variables based on network traffic capture results: packet length, number of
packets received, and number of packet senders. Apart from fuzzy variables, other parameters that must be
determined are domains and fuzzy rules. The method used to determine the domain in each variable is through
discussions with network security experts and literature studies.

HHO

oliing

Figure 5. Fuzzy Tsukamoto Flow Chart
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In contrast, IPV4 is included because, in some cases, the packet will be segmented if the data size of the
ICMP packet sent 1s large. Segmented packets will be recognized as IPv4 protocols. The second step is to change
the time for each packet in seconds. Packages captured using Wireshark will have a time in milliseconds. The
reason for converting to seconds is that packets will be counted every one-second interval during the fuzzy
algorithm's calculation process. The third stage is eliminating the destination IP address other than the server IP
address. The goal is that the packets analyzed only go to the server's IP address. On the other hand, a packet
containing the server IP address is cleaned for the source TP address, so the packet does not come from the server
IP address. Figure 6 is the line of code in the preprocessing step:

Figure 6. Data Preprocessing

3.3 Data Analysis

After the program has been created, the next step is to test it. Testing is done by scanning the data that has been
obtained. The test was carried out 51 times, and 50 times the normal simulation data was scanned. Fifty times
against DDoS simulation data and once against CAIDA data. This test uses a network topology consisting of one
controller, two switches, and 30 hosts. The following are the detection results from all tests:

Table 2, DDOS Dataset Test Results

No Data Type Result

1 Normal Simulation 1  Normal Traffic
2 Normal Simulation 2  Normal Traffic
3 Normal Simulation 3~ Normal Traffic
4 Normal Simulation4  Normal Traffic
5 Normal Simulation 5 Normal Traffic
6 Normal Simulation 6 Normal Traffic
7 Normal Simulation 7 )rmal Traffic
8 Normal Simulation 8  Normal Traffic
9 Normal Simulation 9  Normal Traffic
10 Normal Simulation 10 Normal Traffic
11 Normal Simulation 11 Normal Traffic
12 Normal Simulation 12 Normal Traffic
13 Normal Simulation 13 Normal Traffic
14 Normal Simulation 14 g)rmal Traffic
15 Normal Simulation 15 ormal Traffic
16  Normal Simulation 16 Normal Traffic
17  Normal Simulation 17  Normal Traffic
18 Normal Simulation 18  Normal Traffic
19  Normal Simulation 19  Normal Traffic
20 Normal Simulation 20 Normal Traffic
21  Normal Simulation 21 [Ebrmal Traffic
22 Normal Simulation 22 Normal Traffic
23 Normal Simulation 23 Normal Traffic
24 Normal Simulation 24  Normal Traffic
25 Normal Simulation 25 nrmal Traffic
26 DDOS Simulation 1 DDOS Attack
27 DDOS Simulation 2 DDOS Attack
28 DDOS Simulation 3 DDOS Attack
29 DDOS Simulation 4 DDOS Attack
30 DDOS Simulation 5 DDOS Attack
31 DDOS Simulation 6 DDOS Attack
32 DDOS Simulation 7 DDOS Attack
33 DDOS Simulation 8 DDOS Attack
34 DDOS Simulation 9 DDOS Attack
35 DDOS Simulation 10 DDOS Attack
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No Data Type Result

36 DDOS Simulation 11 DDOS Attack
37 DDOS Simulation 12 DDOS Attack
38 DDOS Simulation 13 DDOS Attack
39 DDOS Simulation 14  DDOS Attack
40 DDOS Simulation 15  DDOS Attack
41  DDOS Simulation 16 ~ DDOS Attack
42  DDOS Simulation 17  DDOS Attack
43 DDOS Simulation 18  DDOS Attack
44  DDOS Simulation 19  DDOS Attack
45 DDOS Simulation 20 DDOS Attack
46 DDOS Simulation 21  DDOS Attack
47  DDOS Simulation 22 DDOS Attack
48  DDOS Simulation 23  DDOS Attack
49  DDOS Simulation 24  DDOS Attack
50 DDOS Simulation 25  DDOS Attack
51 Data Set CAIDA DDOS Attack

From the test results above, it can be mapped into the confusion matrix mapping table as follows:

Tabel 3. Confussion Matrix

Prediction Normal Traffic DDOS Attack
Actual
Normal Traffic 25 0
DDOS Attack 0 26

The normal simulation data detection results that are detected by normal traffic yield true positive values,
while the DDOS and CAIDA simulation data that are detected by DDOS attack yield true negative values. The
false positive value is obtained from the DDOS and CAIDA simulation data detection results detected by normal
traffic. Thealse negative value is obtained from the normal simulation data detection results detected by a DDOS
attack. So, the True Positive (TP) value is 20, the True Negative (TN) value is 21, the False P()sim (FP) value 1s
0, and the False Negative (FN) value is 0. Then, from these results, the detection accuracy level can be calculated
as follows:

TP+ TN

(ACCUTacY = TP+ TN + FP + FN
25+ 26

AeCUracy = 58 1261040

51
accuracy = ==

accuracy =1

Fl‘(nﬁhe calculation above, the detection accuracy level of the program that has been made is 100%.
Testing the accuracy of DDoS attack detection aims to measure the system's accuracy in detecting DDoS attacks.
A DDoS attack is carried out at this stage, namely a smurf attack. The experiment was carried out by sending the

;v;k, and then the data from the attack was tested for accuracy using SVM and fuzzy machine learning. Table 3
is the result of testing the accuracy of DDoS attack detection.

Table 4. Machine Learning Test Results

Types of DDOS Attacks Machine Learning Level of accuracy

Smurf Attack SVM 100%
Smurf Attack Fuzzy Tsukamoto 100%
4. CONCLUSION

The DDOS smurf attack is tested by entering the DDOS attack dillilm}ElSCd on the conditions that exist in the
running network. Then the dataset is assessed and processed using machine learning techniques such as SVM
(support vector machines) and fuzzy Tsukamoto to obtain DDOS detection values. Based on the 51 test results,
the detection results obtained were 25 normal data points without DDOS attacks and 25 DDOS attacks. This data
was obtained through a real-time test attack against the networking system. One dataset was obtained through
CAIDA 2007 data, and the result is that the data was detected as a DDOS attack. The level of accuracy resulting
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from the program crd to detect the type of DDOS Ping of Death attack using the Tsukamoto fuzzy method and
SVM is 100%. This can be seen from the confusion matrix mapping table, where the program can detect the actual
class of the input data. The detection model relies on a reference dataset, which a learning process will then form
a system that labels each packet that enters the networking system. Tsukamoto's fuzzy mzlca learning and SVM
can classify network traffic data subjected to a DDOS attack by analyzing packet length, the number of packets,
and a number of packet senders. Thacsults of this study still need to be studied further because they are limited
to three analyses: the packet length, the number of packets, and the number of packet senders: the fewer variables,
the greater the level of accuracy. In future research, adding other variables that can be used to detect DDOS attacks
and use other DDOS attack simulation scenarios would be better.
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