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Abstract—Video Steganography is one type that can use to 

hide secret messages. Video Steganography is a technique to 

hide messages in video media by inserting messages into one of 

the video frames. Cryptography can be combined with the 

Steganography technique to secure hidden messages in video 

files. This research was conducted to analyze the LSB (Least 

Significant Bit) steganography test combined with the Fernet 

cryptographic process. This study investigates the file insertion 

process, the test extraction process, the speed of system 

implementation, the visual attack, the Peak Signal Noise Ratio 

(PSNR) value, and the audio comparison between original video 

and video with embedded files. The results of this test indicate 

that the embedding process in the video is directly proportional 

to the results received. The larger the original video size, the 

larger the embedded video size will be. 

Keywords—video steganography, cryptography, Least 

Significant Bit, LSB, Fernet 

I. INTRODUCTION  

Advances in technology and the internet are currently 
making various kinds of breakthroughs in the field of data 
communication. Communication is one of the essential needs 
in human life to relate to each other [1], [2]. When 
communicating, there will be an exchange of information 
between the two parties [3] and often there is essential 
information that is confidential [4]. Security and 
confidentiality of data or information are critical in 
information systems and data communication [5]. 

The major problem in the digital world, important 
information or data, is that data is an asset vulnerable to being 
stolen by others [6] . Recently, there has been renewed interest 
in data security. One way that is generally used to secure the 
data is to use a combination of steganography and 
cryptography [7], [8]. Steganography is one way to hide a 
message or personal data into data or other messages that 
appear to contain nothing except for people who know the key 
[5]. The purpose of steganography is to hide messages and 
make them invisible to attackers [9] and can even allow 
someone not to detect a message or data in the file [10]. 
Cryptography is the art of maintaining the security or 
confidentiality of data. Cryptography will convert data into 
specific codes and is only intended for parties with only a key 
to convert the code back into data [11]. The key is not an 
object but a secret code known by the party who exchanges 
information or data and will later be used to encrypt or decrypt 
data [12]. Encryption is a process carried out to secure a 

message (plaintext) into a hidden message (ciphertext), while 
decryption is the process of converting ciphertext into 
plaintext [13]. 

Studies on steganography and cryptography show the 
importance of data security. Several researchers have 
attempted to combine the concepts of steganography and 
cryptography. Steganography with LSB (Least Significant 
Hill) method and Hill Chipper cryptography can be combined 
in securing messages [14]–[16] In some of these studies, 
image media is used, so the steganography technique can be 
called Image Steganography. From the results of this study, 
the process of hiding messages in digital images is safe and 
unknown to the naked eye because the size of the bitmap 
resulting from steganography does not change after the 
process of inserting binary text into a binary bitmap. Using the 
Least Significant Bit (LSB) method, which replaces the last 
bit so that the bitmap capacity before and after steganography 
does not experience significant changes, cryptographic testing 
can be done encode and decode. Another study combines LSB 
steganography and RSA cryptography (Rivest-Shamir-
Adleman) through video media [17], [18]. The results of this 
study indicate that this high-level system's performance and 
methodology have succeeded in performing embedded files 
compared to other systems using the same methodology [19]. 

In this study, researchers built an application combining 
LSB steganography and fernet cryptography on video media. 
The advantage of this LSB steganography method is that the 
quality and size of the image after the message is inserted do 
not look much different[19]. The least significant bit is the part 
of the binary data sequence (base two) with the most 
negligible significant/smallest value. It is located on the far 
right of the bit sequence [20]. In the arrangement of bits in a 
byte (1 byte = 8 bits), there are the most significant bits (the 
most significant bit or MSB) and the least significant bit (the 
least significant bit or LSB) [21]. Fernet is an implementation 
of symmetric cryptography (also known as “secret key”) 
authentication [22]. Fernet is a cryptographic method that 
provides a simple authentication and encryption method using 
HMAC (Hash-based Message Authentication Code) with 
SHA256 for authentication and symmetric AES-128 in CBC 
(Cipher Block Chaining) mode using PKCS7 padding, which 
offers 128 bits (16 bytes) in lengt [23], [24]. 

For this reason, in this study, the researchers built an 
application that was built using the Python language to insert 
a file that has been encrypted using cryptography into a video 

978-1-6654-6030-9/22/$31.00 ©2022 IEEE

2022 IEEE International Conference on Communication, Networks and Satellite (COMNETSAT)

399



that has been determined using steganography techniques, 
better known as Video Steganography. Video steganography 
is a technique of hiding or inserting data into a video[25]. In a 
video, some frames can be inserted into secret messages [26], 
so if someone wants to extract the message, they must check 
every frame in the video. The video used is a video in MP4 
format. This format was chosen because it is often used by 
many people and is easy to find on the internet [27]. The files 
used in inserting messages into videos are files with .docx and 
.pdf formats. The choice of file with this format is because it 
can accommodate many messages/data compared to the .txt 
format, which can only be filled with text messages. Test 
Analysis of the results of steganography and encryption 
includes investigating the file insertion process, the test 
extraction process, the speed of system implementation, the 
visual attack, the Peak Signal Noise Ratio (PSNR) value, and 
the audio comparison between original video and video with 
embedded files. The results of this test indicate that the 
embedding process in the video is directly proportional to the 
results received. The larger the original video size, the larger 
the embedded video size will be. 

II. SYSTEM IMPLEMENTATION 

This stage involves applying the methods and techniques 
used to create application programs. The application 
implementation uses the python language, which is used to 
combine LSB steganography and fernet cryptography. The 
way the first video steganography application works is the 
insertion of files into the video. This first step aims to enter 
the file location, video location, and password. Then the 
inputted video will be extracted frame and audio using 
FFMPEG, and the frame will be used as a medium for 
message insertion. The frame selection is based on the largest 
frame size from a set of extracted frames. The next step is to 
insert the file into the frame using the LSB method. The file 
to be inserted is first opened using a binary format, then 
encrypted using the fernet algorithm to increase the level of 
data security. Then, the file will be given a unique mark 
(magic bytes) so that the file is detected in the frame that is the 
cover object when extracting the video file. After successfully 
inserting the file, the next step is to unify the frame and audio 
into a video output containing the secret file. The working 
process of the video steganography application can be seen in 
Fig. 1. 

Next, the first step in extracting the file is to enter the path 
of the Embedded Video or video that is inserted the message 
and enter the password. Next, the video will be extracted its 
frames to retrieve hidden file data, this process can be seen in 
Fig. 2. 

The next process is extract Data File in Fig. 3, in that 
process the frames that have been extracted will be selected 
with the largest size because it contains file data that has been 
hidden. The frames that have been obtained will be checked 
for LSB bits, if there are special marks (magic bytes) then the 
data will be taken from the LSB bits of the frame. 
Furthermore, the data will be decrypted first to get the original 
data. Once encrypted, the data will be converted into a file 
again using binary writing mode. After the file is successfully 
retrieved, the extract Data File completes.  

Fig. 1. Flowchart encryption process 

Fig. 2. Flowchart steganography process 
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Fig. 3. Flowchart extraction process 

The image below in Fig. 4 is the main window of the 
application. In the main window, there are two buttons, 
namely the "Hide File" and "Extract Files." The "Hide File" 
button inserts files into the video. The "Extract File" button is 
to retrieve files that have been inserted into the video. 

 

Fig. 4. Main window of the application 

When the “Hide File” and “Extract File” button is pressed, 
then the user will be redirected to a new window as below in 
Fig. 5. 

 

Fig. 5. “Hide File” menu window 

In Fig. 5, contains three fields that must be filled in; the 
three columns are the video path, file path, and password 
fields. The three columns are inputs or variables used for file 
insertion into the video. In the "Extract File" menu in Fig. 6, 
there are two inputs or variables: the video path and password. 
Both variables must be filled so that the file extraction process 
runs smoothly. 

 

Fig. 6. “Extract File” menu window 

III. RESULT AND DISCUSSION 

Every process on this system was tested to find out that 

the system in the application was running well and analyzed 

the results of the output files received in each running 

process. 

A. Process of Hiding Files Into Videos 

In this hiding testing process, four videos and three files 
are used. The first three videos are similar with a duration of 
29 seconds. The first three videos have differences in quality, 
namely 144p, 360p, and 720p. The video tests the success of 
the file-hiding process on a 2-bit data frame. Then the last 
video is used to test the visual attack on the given results. In 
the last video, the bits used in file hiding are 2 bits, 4 bits, and 
6 bits. Then the three files used, both "docx" and "pdf" 
formats, have different sizes. The difference is applied to find 
out how big the maximum size of the data file that can be 
inserted into the video frame. 
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TABLE 1. FILE HIDING TEST RESULT 

No 

Original 

Video 

Name 

Original 

Video 

Size 

File 

Name 
File Size Password 

Embedded Video 

Name 

Embedded 

Video Size 

Average 

Hiding 

Time (s) 

Success or 

Failed 

1. 

144. 

mp4 
633 KB 

file. 

docx 
20 KB 

doc123 

Embedded_Video_ 

144p.mp4 
45.933 KB 6,113 Success 

2 
file1. 

docx 
112 KB - - - Failed 

3 
file2. 

docx 
379 KB - - - Failed 

4 
file. 

pdf 
13 KB 

pdf123 

Embedded_Video_ 

144p1.mp4 
45.927 KB 6,295 Success 

5 
file1. 

pdf 
105 KB - - - Failed 

6 
file2. 

pdf 
350 KB - - - Failed 

7 

360p.mp4 1.575 KB 

file. 

docx 
20 KB 

doc123 

Embedded_Video_ 

360p.mp4 
209.286 KB 16,620 Success 

8 
file1. 

docx 
112 KB 

Embedded_Video_ 

360p1.mp4 
209.378 KB 18,533 Success 

9 
file2. 

docx 
379 KB - - - Failed 

10 
file. 

pdf 
13 KB 

pdf123 

Embedded_Video_ 

360p2.mp4 
209.279 KB 16,319 Success 

11 
file. 

pdf 
105 KB 

Embedded_Video_ 

360p3.mp4 
209.370 KB 17,738 Success 

12 
file2. 

pdf 
350 KB - - - Failed 

13 

720p.mp4 4.401 KB 

file. 

docx 
20 KB 

doc123 

Embedded_Video_ 

720p.mp4 
585.612 KB 43,403 Success 

14 
file1. 

docx 
112 KB 

Embedded_Video_ 

720p1.mp4 
585.729 KB 48,954 Success 

15 
file2. 

docx 
379 KB 

Embedded_Video_ 

720p2.mp4 
586.060 KB 46,912 Success 

16 
file. 

pdf 
13 KB 

pdf123 

Embedded_Video_ 

720p3.mp4 
585.604 KB 43,622 Success 

17 
file1. 

pdf 
105 KB 

Embedded_Video_ 

720p4.mp4 
585.720 KB 42,001 Success 

18 
file2. 

pdf 
350 KB 

Embedded_Video_ 

720p5.mp4 
586.024 KB 45,805 Success 

 
Based on Table 1. above, it can be seen that hiding files in 

videos with low-quality 144p can only be inserted with files 
with the smallest size, both "docx" and "pdf" files. The other 
four files cannot be inserted because they exceed the size limit 
that a 144p.mp4 video frame can store. Then the video with 
360p quality can be inserted into two "docx" files and two 
"pdf" files because the frame is larger than the 144p quality 
video. Then on the video with the highest quality, which is 
720p, all files can be inserted; this is because the video frame 
has a larger size than the two previous videos, so the maximum 
limit of the data size that can be inserted is getting bigger.  

In the Table 1, it can be seen that there is an apparent 
difference between the original video and the embedded video, 
which lies in its size. Embedded video has a considerable size, 
and this is because the process of making video after file 
insertion does not use an encoding. Encoding serves to 
compress the video so that it can reduce its size of the video. 
However, in video steganography using this LSB method, the 
encoding process can cause the loss of file data inserted into 
the frame so that when the file extraction process is run, the 
file data is not found. In addition, the size of the embedded 
video is also affected by Frame Per Second (FPS). FPS will 

determine the number of frames contained in a video. The 
greater the number of FPS of a video, the larger the size of the 
embedded video produced.  

Videos with the same content but different video quality, 
namely 144p, 360p, and 720p, significantly differ in file hiding 
time. The higher the video quality, the longer the file hiding 
time will be. From these results it can be seen that the large 
number of FPS and the larger frame size will affect the process 
of extracting frames and making embedded videos, thus 
making the file insertion time longer. 

B. Testing the Process of Extracting Files From Embedded 

Video 

This test determines the smooth process of extracting files 

from embedded video. This test has a frame extraction 

process and file data decryption. The frame extraction process 

takes the frames contained in the embedded video and then 

checks each frame to determine whether there is a secret data 

file in it. If the data file is found, the data will be decrypted 

using Fernet; after successfully decrypting, the data will be 

made into a file according to the extension. 
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TABLE 2. FILE EXTRACTING TEST RESULT 

No. 

Embedded Video 

 Name 

Embedded 

Video Size 

Extraction 

File Name 

Extraction 

File Size 

Average 

Extraction 

Time 

Success or 

Failed 

1 

Embedded_Video_ 

cat144p.mp4 
45.933 KB 

extracted_ 

data.docx 
20 KB 4,493 Success 

2 

Embedded_Video_ 

cat144p1.mp4 
45.927 KB 

extracted_ 

data.pdf 
13 KB 4,354 Success 

3 

Embedded_Video_ 

cat360p.mp4 
209.286 KB 

extracted_ 

data1.docx 
20 KB 11,451 Success 

4 

Embedded_Video_ 

cat360p1.mp4 
209.378 KB 

extracted_ 

data2.docx 
112 KB 11,579 Success 

5 

Embedded_Video_ 

cat360p2.mp4 
209.279 KB 

extracted_ 

data1.pdf 
13 KB 11,136 Success 

6 

Embedded_Video_ 

cat360p3.mp4 
209.370 KB 

extracted_ 

data2.pdf 
105 KB 11,628 Success 

7 

Embedded_Video_ 

cat720p.mp4 
585.612 KB 

extracted_ 

data3.docx 
20 KB 29,080 Success 

8 

Embedded_Video_ 

cat720p1.mp4 
585.729 KB 

extracted_ 

data4.docx 
112 KB 27,376 Success 

9 

Embedded_Video_ 

cat720p2.mp4 
586.060 KB 

extracted_ 

data5.docx 
379 KB 28,752 Success 

10 

Embedded_Video_ 

cat720p3.mp4 
585.604 KB 

extracted_ 

data3.pdf 
13 KB 26,928 Success 

11 

Embedded_Video_ 

cat720p4.mp4 
585.720 KB 

extracted_ 

data4.pdf 
105 KB 30,145 Success 

12 

Embedded_Video_ 

cat720p5.mp4 
586.024 KB 

extracted_ 

data5.pdf 
350 KB 29,816 Success 

13 

Embedded_Video_ 

cam2bit.mp4 
28.162 KB 

extracted_ 

data6.docx 

112 KB 

3,130 Success 

14 

Embedded_Video_ 

cam4bit.mp4 
28.131 KB 

extracted_ 

data7.docx 
3,097 Success 

15 

Embedded_Video_ 

cam6bit.mp4 
28.110 KB 

extracted_ 

data8.docx 
3,135 Success 

 

Based on Table 2. above, it can be seen that the file 

extraction process from all embedded videos was 

successfully carried out. All files inserted in both "docx" and 

"pdf" formats have been successfully extracted into a 

complete file. Files on insertion with different bits were also 

recovered. File extraction speed is affected by FPS; the higher 

the quality of a video, the longer the file hiding time will be. 

C. Visual Attack Test 

Visual attack testing is a test that is carried out by looking 
for visible differences in the embedded video with the naked 
eye. If a difference is visible to the naked eye when the 
embedded video is played, then it indicates that the frame 
inserted by the message is not of decent quality. Because the 
purpose of steganography is to keep the data secret so that 
others do not readily know it, the results of this study can be 
seen in the Fig 7 and 8.

 

 

 

 

 

 

 

 

 

 

Fig. 7. Before & after video 2bit embedded video footage at 8th seconds 
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Fig. 8. Before & after video 6bit embedded video footage at 8th seconds

Based on the results above, it can be concluded that the 
frame inserted by the file at 2 bits of data does not show any 
visible difference compared to the hidden file at 4 bits and 6 
bits of data. Therefore, in this video steganography 
application, 2 bits of data are used in hiding files. 

D. Peak Signal Noise Ratio (PSNR) Test 

PSNR testing is carried out to determine the difference in 
the quality of the frame, which is the object of hiding the secret 
file after the process is carried out. If the resulting PSNR value 

is more than 30 decibels (> 30 dB), then the image quality after 
hiding can be said to be good, whereas if the PSNR value is 
less than 30 decibels (< 30 dB), then the image quality can be 
said to be poor [28]. 

 
 
 
 

TABLE 3. PSNR VALUE TEST RESULTS 

No. 
Original 

Video Name 

File 

Name 

File 

Size 

Order Of 

Frames 

(.png) 

Frame Size 

Before Hiding 

Frame Size 

After Hiding 

PSNR 

Value(dB) 

1. 
144p. 

mp4 

file. 

docx 

20 

KB 
101 67,8 KB 

92,7 KB 44,661 

2. 
file. 

Pdf 

13 

KB 
83,9 KB 46,471 

3. 

360p. 

mp4 

file. 

docx 

20 

KB 

235 315 KB 

351 KB 52,623 

4. 
file1. 
docx 

112 
KB 

517 KB 44,984 

5. 
file. 

pdf 

13 

KB 
339 KB 54,478 

6. 
file1. 

pdf 

105 

KB 
504 KB 45,301 

7. 

720. 

mp4 

file. 

docx 

20 

KB 

237 907 KB 

952 KB 58,751 

8. 
file1. 
docx 

112 
KB 

1.169 KB 51,016 

9. 
file2. 
docx 

379 
KB 

1.774 KB 45,732 

10. 
file. 

pdf 

13 

KB 
938 KB 60,607 

11. 
file1. 

pdf 

105 

KB 
1.150 KB 51,329 

12. 
file2. 

pdf 

350 

KB 
1.710 KB 46,080 

 
Based on table 3. above, it can be concluded that the frame 

inserted in the data file changes significantly in size. If the 
inserted file is getting more significant (up to the specified 
frame size limit), then the frame inserted by the file will be 
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more oversized. This is inversely proportional to the resulting 
PSNR value. The larger the file inserted into the frame, the 
smaller the PSNR value will be. A smaller PSNR value 
indicates a decrease in the resulting image quality. 

In this study, the frame inserted by the file can still be 
categorized as decent quality because the resulting PSNR 
value is above 30 dB. However, when inserting files into 
different bit frames (2 bits, 4 bits, and 6 bits), apart from 
changing the size, there is also a decrease in frame quality 
which can be seen from the smaller PSNR value. Based on 
Table 3, it can be seen that the insertion of a 2-bit frame 
produces a larger frame size than the insertion of a 4-bit and 
6-bit frame. Insertion of 4-bit and 6-bit frames results in a 
smaller frame size than the original. So it can be concluded 
that the insertion of files in 4-bit and 6-bit frames is not 
recommended because the quality of the resulting frame is not 
feasible to use. 

E. Audio Comparison Test 

In this study, the audio Bit Rate value and the audio 

Sample Rate value in the embedded video are the same as the 

original audio. Therefore, it can be concluded that the audio 

quality of the embedded video does not change even though 

the video has been regenerated through frames, one of which 

contains a secret data file. So in this insertion, the audio 

quality is maintained, and the audio playback timing follows 

the original video. 

F. Comparison Of The Original File With The Extracted 

File 

Based on the tests that have been carried out, the original 
file with the extracted file has the same contents, the exact 
details, and also the same size. So it can be concluded that 
every file inserted into the video can be entirely recovered 
without any difference. The following is a table and some 
pictures that contain a comparison between the original file 
and the extracted file, all files used in this study can be hidden 
in the video. 

TABLE 4. FILE EXTRACTING TEST RESULT 

No. 
Original 

File Name 

Original 

File Size 

Extraction File 

Name 

Extraction 

File Size 

1. file.docx 20 KB 
extracted_data3. 

docx 
20 KB 

2. file1.docx 112 KB 
extracted_data4. 

docx 
112 KB 

3. file2.docx 379 KB 
extracted_data5. 

docx 
379 KB 

4. file.pdf 13 KB 
extracted_data3. 

pdf 
13 KB 

5. file1.pdf 105 KB 
extracted_data4. 

pdf 
105 KB 

6. file2.pdf 350 KB 
extracted_data5. 

pdf 
350 KB 

Based on Table 4 above, it can be concluded that the size of 
the file that has been hidden into the video and then extracted 
again, both files in .docx or .pdf formats have the same size as 
the original file without any changes. 

IV. CONCLUSSION 

The results found that the embedded video's size was huge 
due to the .png format and the process of merging frames into 
video without encoding. The use of encoding during video 
creation will lead to the loss of file data that has been inserted. 

Files extracted from embedded videos have not changed, 
either in the content or in size. Factors that affect embedded 
video size are the frame format, video quality, Frame Per 
Second (FPS), file size, and data bits used for file insertion. 
Hiding files at 2 bits of data results in better frame quality, and 
there is no visible difference with the original frame, 
compared to inserting files at 4 bits of data and 6 bits of data 
which produces steganography frames with noise that is 
visible to the naked eye. Hiding files at 2 bits of data results in 
better frame quality, no visible difference with the original 
frame, and has a PSNR value between 40 dB to 61 dB so that 
it can be categorized as a decent frame. Hiding files at 4 bits 
of data and 6 bits of data produces steganography frames with 
visible noise and have a PSNR value below 40 dB, so it is not 
feasible to use. 
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