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ABSTRACT 

 

IMPLEMENTATION OF DOUBLE ENCRYPTION AND 
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DATABASE SECURITY SYSTEM 
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Data security is a very important aspect. Information security and 

confidentiality are important parts of information. The leak of BSI bank customer 

data by the LockBit hacker group in May 2023 explains how valuable data is and 

the importance of data security aspects. Data on the internet itself is stored in a 

database. A common attack on databases is SQL Injection. For this reason, a 

system is needed that can secure the contents of the stored database. One method 

that can be used is cryptography where the contents of the database will be 

scrambled in such a way according to certain mathematical algorithms used so 

that the contents of the database become random and difficult to read. This 

research uses two-stage encryption using AES-256 and RSA on a system built 

with PHP-based website objects and stored on web hosting and the use of MySQL 

as a database type with encryption implementation using the OpenSSL library and 

SQL Injection attacks as a testing model. The results show that AES-256 and RSA 

two-stage encryption can be implemented on the "credit" and "phone" columns as 

shown by the test results where the "credit" and "phone" columns are encrypted 

and read as ciphertext when tested using SQL Injection attacks on the website. 

 

Keywords: encryption, database, AES, RSA, OpenSSL 

 


	6025bf6d658e3949ff3420498b2a13710939454d4d196fc67880ec466c5a32e0.pdf

