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ABSTRAK 
 
Seiring dengan perkembangan teknologi, sistem keamanan jaringan juga harus 
selalu ditingkatkan, banyaknya serangan dari pihak tak bertanggung jawab yang 
dapat dengan mudah mengakses dan mengendalikan port-port yang belum 
diamankan. Maka untuk mengatasi serangan tersebut, digunakanlah metode port 
knocking. Metode port knocking akan membuka dan menutup akses block ke port 
tertentu dengan memasukan rule yang sudah dibuat pada fitur firewall. Parameter 
uji pada penelitian ini akan diterapkan pada service port 8291, 80 dan 23, dan dalam 
menganalisis hasil tersebut menggunakan parameter QoS pada saat kondisi normal, 
port knocking off dan port knocking on. Nilai throughput terbesar pada saat kondisi 
normal didapatkan nilai 2647 Kbps, untuk kondisi port knocking off nilai 
throughput terbesar nilai 1189 Kbps, dan untuk kondisi port knocking on nilai 
throughtput terbesar didapatkan nilai 2043 Kbps. Untuk pengujian nilai packet loss 
didapatkan nilai sebesar 0% pada kondisi normal sementara pada kondis port 
knocking (off) mempunyai nilai packet loss sebesar 0,3 %, dan untuk kondisi port 
knocking on diperoleh hasil packet loss 0,1%. Hasil pengukuran delay diketahui 
bahwa nilai delay pada kondisi normal terkecil didapatkan nilai 1,043 ms, untuk 
kondisi port knocking off pengukuran delay terkecil sebesar 5,023 ms dan kondisi 
port knocking on pengukuran delay terkecil sebesar 3,974 ms. Hasil pengukuran 
jitter diketahui bahwa nilai jitter pada kondisi normal terkecil didapatkan nilai 1,04 
ms, untuk kondisi port knocking off pengukuran jitter terkecil sebesar 5,02 ms dan 
kondisi port knocking on pengukuran jitter terkecil sebesar 3,97 ms.  Dari hasil 
pengujian port knocking didapatkan bahwa user tidak dapat mengakses port 8291, 
80, dan 23 jika sudah terpasang port knocking, user harus membuka kunci terlebih 
dahulu jika ingin mengakses port tersebut. Kunci tersebut hanya dapat terbuka jika 
user melakukan knock 5555. Dan dari pengujian port scanning, didapatkan bahwa 
service port yang terlah terpasang port knocking sudah dalam keadaan tertutup. Dan 
hasil QoS dengan metode port knocking bisa dikategorikan efisien, karena bisa 
memberikan gambaran dalam upaya perbaikan dan mengatasi traffic yang terjadi 
disebabkan oleh attacker. 
 
Kata Kunci: Keamanan Jaringan, Port Knocking, Port Scanning 
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ABSTRACT 
 
Along with technological developments, network security systems must also always 
be improved, there are many attacks from irresponsible parties who can easily 
access and control unsecured ports. So to overcome this attack, the port knocking 
method is used. The port knocking method will open and close block access to 
certain ports by entering the rules that have been made in the firewall feature. The 
test parameters in this study will be applied to service ports 8291, 80 and 23, and 
in analyzing these results using QoS parameters during normal conditions, port 
knocking off and port knocking on. The highest throughput value during normal 
conditions is 2647 Kbps, for port knocking off conditions the highest throughput 
value is 1189 Kbps, and for port knocking on conditions the highest throughput 
value is 2043 Kbps. To test the packet loss value, a value of 0% is obtained in 
normal conditions while in port knocking (off) conditions it has a packet loss value 
of 0.3%, and for port knocking on conditions, a packet loss result of 0.1% is 
obtained. The results of the delay measurement show that the delay value in the 
smallest normal condition is 1,043 ms, for the port knocking off condition the 
smallest delay measurement is 5,023 ms and the port knocking on condition the 
smallest delay measurement is 3,974 ms. From the results of jitter measurements, 
it is known that the jitter value in the smallest normal condition is 1,04 ms, for the 
port knocking off condition the smallest jitter measurement is 5,02 ms and the port 
knocking on condition the smallest jitter measurement is 3,97 ms. From the results 
of the port knocking test, it was found that the user cannot access ports 8291, 80, 
and 23 if port knocking has been installed, the user must unlock it first if he wants 
to access the port. The lock can only be opened if the user knocks 5555. And from 
the port scanning test, it is found that the service port that has port knocking 
installed is already closed. And the results of QoS with the port knocking method 
can be categorized as efficient, because it can provide an overview of efforts to 
repair and overcome traffic caused by attackers. 
 
Keyword: Network Security, Port Knocking, Port Scanning 
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